Copy move forgery detection in digital images has become a very popular research topic in the area of image forensics. Due to the availability of sophisticated image editing tools and ever increasing hardware capabilities, it has become an easy task to manipulate the digital images. Passive forgery detection techniques are more relevant as they can be applied without the prior information about the image in question. Block based techniques are used to detect copy move forgery, but have limitations of large time complexity and sensitivity against affine operations like rotation and scaling. Keypoint based approaches are used to detect forgery in large images where the possibility of significant post processing operations like rotation and scaling is more. A hybrid approach is proposed using different methods for keypoint detection and description. Speeded Up Robust Features (SURF) are used to detect the keypoints in the image and Binary Robust Invariant Scalable Keypoints (BRISK) features are used to describe features at these keypoints. The proposed method has performed better than the existing forgery detection method using SURF significantly in terms of detection speed and is invariant to post processing operations like rotation and scaling. The proposed method is also invariant to other commonly applied post processing operations like adding Gaussian noise and JPEG compression.
INTRODUCTION
Digital images play a very significant role in the modern era. Almost every story published in newspapers and magazines uses digital images. Many times digital images are used to build some perception about celebrities and political leaders. In case of legal issues also, they are used as corroboratory evidences. So, before believing what we see, it is very much necessary to establish the truth of the image. Due to the growing influence of the digital images, the instances of manipulated images are also going up. Hence, the research area of image forgery detection has been growing very fast in recent times [1] . Broadly, the forgery detection techniques can be classified in to active and passive categories [2] . In case of active techniques, some prior information is embedded in the image at the time of capturing and later it can be used to verify the authenticity of the image. One such technique is watermarking [2] . In case of passive techniques, no prior information about the image in question is required. Copy move forgery or cloning , splicing and retouching are the main techniques of creating image forgery [2] . Retouching is performed by applying some filters to change the appearance of a person like the age or mood as shown in Figure 1 . In splicing, some part of intended image is replaced by the content from some other image as shown in Figure 2 . The statistical parameters of that region are quite different from the rest of the image. Hence, statistical techniques are applied to detect such forgeries. However, in copy move forgery, content from the same image is used to hide some region of the image [3] as shown in Figure 3 . Copy move forgery is more prevalent and challenging due to its ease of performing and extent of manipulation. Also, to make it difficult for detection, the manipulator performs some additional operations like adding some noise, compressing the manipulated image, rotation and scaling of the duplicated region etc. The very fact about unedited captured images that no significant regions can be exactly same, is exploited in detecting copy move forgery. So, any duplication of a significant region is treated as a case of copy move forgery. Block based methods are used to divide the image into overlapping regions and then blocks are compared to find duplication. The main drawback of such methods is the large number of overlapping blocks in case of high resolution images. Also, these methods are not robust to large affine transformations applied to the duplicated region like rotation and scaling. A keypoint based hybrid method is proposed, which detects the keypoints, distinct in terms of intensity pattern around them and invariant to affine transforms like rotation and scaling. Speeded Up Robust Features (SURF) keypoints [4] are detected in the image and then Binary Robust Invariant Scalable Keypoints (BRISK) feature descriptors [5] are calculated at these keypoints and matched to find duplicated region. The time taken for detecting copy move forgery by the proposed method is compared with the existing keypoint based method using SURF and found significantly faster.
2.
RELATED WORK Most of the methods used to detect copy move forgery are based upon two approaches. One is the block based approach, in which the image in question is divided into overlapping blocks and these blocks acts as input to feature detection and matching phase. The other approach is the keypoint based approach, where keypoints are detected and descriptors at these keypoints are extracted and matched. The first block-based method was proposed by Fridrich et al. [6] based on discrete cosine transform (DCT). Popescu and Farid [7] altered the block representation and instead of DCT used principal component analysis (PCA). Sunil Kumar et al. [8] suggested a method by applying PCA on DCT domain to achieve robustness against both noise and JPEG compression. Huang et al [9] suggested an improved method using DCT coefficients. Luo et al [3] divided blocks into four sub-blocks, which were evaluated according to an average of red, blue and green color values. This method proved robust to attacks, such as JPEG compression, Gaussian blurring, and additive noise. An approach using combination of DWT and DCT is suggested in [10] . Discrete wavelet transform is used to reduce the size of image and then DCT is applied on low frequency component achieved by DWT. Singular value decomposition (SVD) is applied to each image block to yield a representation with reduced dimensions in [11] . Local binary patterns are used to get the binary feature vectors for robust and efficient matching in [12] [13] . Bayram et al. [14] applied Fourier Mellin Transform (FMT) and 1-D projection of log-polar values in a robust scheme for the detection of image forgeries. Local interest points have been widely used for image retrieval and object recognition, due to their robustness in dealing with numerous geometrical transformations (such as rotation and scaling) and occlusions. The method suggested in [15] use scale invariant feature transform [16] to locate the keypoints and match duplicated regions. Scale invariant feature transform is also used in [17] , which is capable of detecting and describing clusters of points belonging to cloned regions. Amerini et al. [18] developed a SIFT-based method for the detection of copy move attacks and transformation recovery. Other variations of SIFT based methods are proposed in [19] [20] . Jaberi et al [21] used SIFT like feature MIFT to claim higher robustness. Another key point based method using speeded up robust features (SURF) is used in [22] and [23] which is faster than SIFT. This paper proposes a keypoint based method which employ both SURF and BRISK. Rigorous experiments have been conducted to demonstrate the speed improvement and robustness of the proposed method in dealing with post processing operations such as rotation, scaling, noise, and JPEG compression.
3.
THE METHOD The proposed method works as shown in Figure 4 . The input image is converted to grayscale image. Keypoints are detected using SURF. To reduce the time taken for descriptor extraction and to make the matching process faster, BRISK descriptors are calculated at these keypoints. Hamming distance metric is used to match the binary features. Only nearest neighbors which are distinctively close are retained and others are discarded. Finally, the valid pair of keypoints are displayed on the image. A. Keypoint detection using SURF SURF was proposed for finding interest points or keypoints [4] and descriptor at these points in an image. The detector is based on Hessian matrix. The speed of the detector is due the use of integral image. Integral image of a given image I at a given point X=(x, y) is represented as the sum of all pixels in input image I formed by the point X from the origin as in (1) .
The SURF feature detector is based on the Hessian matrix because of its good performance in accuracy and speed. The Hessian matrix is defined as H(x, σ) for a given point X=(x, y) in an image I as follows: 
Interest points are localized in scale and image space by applying non-maximum suppression in a 3 × 3 × 3 neighborhood. These maxima of the determinant of the approximated Hessian matrix are interpolated in scale and image space.
B. BRISK descriptors
Given a set of keypoints, the BRISK descriptor is composed as a binary string by concatenating the results of simple brightness comparison tests. In BRISK, the characteristic direction of each keypoint is identified to allow for orientation normalized descriptors to achieve rotation invariance which is important to general robustness. The key concept of the BRISK descriptor makes use of a pattern used for sampling the neighborhood of the keypoint. To negate aliasing effects the intensity values at these keypoints are smoothened using Gaussian. For a sampling point pair (X, Y) and smoothed intensity values at these points I'(X) and I'(Y) respectively, the local gradient g(X, Y) is estimated as in (3).
Using two thresholds δ min and δ max the point pairs are divided into two sets S= {(X, Y) | ||X-Y|| < δ max } and L= {(X,Y) | ||X-Y|| > δ min }. Iterating through the point pairs in L overall characteristic pattern direction of a keypoint is calculated as in (4) ( )
Only long distance pairs are used for this computation. This is based on the assumption that local gradients annihilate each other and hence not necessary in the global gradient determination. Finally to get the rotation and scale normalized, BRISK descriptor sampling pattern is rotated by α=arctan2 (g y , g x ) around the keypoint. The bit vector descriptor is assembled by performing all the short distance intensity comparisons of point pairs (X α , Y α ) ∈ S (i.e. in the rotated pattern), such that each bit 'b' is defined as in (5) . 
C. Feature matching
The binary features resulted from BRISK are matched for similarity using knn search. Hamming distance is used to find nearest neighbor. Hamming distance is the difference of the number of bits in two compared bit strings. All the nearest neighbors do not represent the legitimate duplicate keypoints. To discard the outliers distance ratio of the two immediate neighbors of a point is compared with a threshold value (ranges from 0.3-0. 
EXPERIMENTAL RESULTS

A. Experimental Setup
The method is tested on two databases [24] and [25] . Also some images are captured with personal camera. There are total 200 images taken for the experiment. The forged images have been prepared by applying copy move forgery with the post processing operations like rotation, scaling, noise addition and JPEG compression. The degree of rotation is varied upto 50 degrees. Scaling factor is varied from 1.1 to 2.0. Zero mean Gaussian noise is added with standard deviation from 0.02 to 0.1. Some images are JPEG compressed upto 40%. The algorithm is coded in MATLAB 2013a on a machine equipped with Intel i5 2.5 GHz processor with 8GB DDR3RAM.
B. Performance evaluation and results
The method is tested using correct detection ratio which is ratio of valid keypoints to total matched keypoints without using morphological operations. It is compared with the existing method [23] . The proposed algorithm may be divided into three sections: (1) Extracting SURF keypoints; (2) define descriptors at these keypoints; (3) matching descriptors to locate the forged regions. The time taken by the first and third section is same for the proposed and the existing method are same as both extract the SURF keypoints and uses knn search. However, the time taken by section 2 is different and comparison is provided in Table1 for descriptor extraction. The method is evaluated for stability by correct detection ratio, which is ratio of the keypoints in the forged region to the total keypoints detected. Another parameter termed relative detection efficiency is used to observe the behavior of the algorithm against the post processing operations of JPEG compression and noise addition. Relative detection efficiency is the ratio of correct keypoints detected in presence of post processing operation to the keypoints detected without using such operations.
C. Visual output of the proposed method
The outputs for the images listed in the Table I are shown below: http://journals.uob.edu.bh 
D. Discussion
The experiment is conducted on image dataset with different size images. Figures 8-27 show detection results for different types of post processing operations including rotation and scaling. The time taken to detect forgery is not directly dependent upon the image size, rather it depends upon the duplicated region size and texture of the image. The number of keypoints generated and the corresponding descriptors processed are proportional to the duplicated region and brightness variations. As evident in case of 'maskcopy.bmp' and 'kore.bmp'. The size of the first one is greater than the later, but time taken as well as keypoints generated are more for the smaller image. Table II shows high stability of the method in terms of correct detection ratio. Figure 6 and Figure 7 show the performance of the method against JPEG compression and noise addition respectively. In case of small duplication regions and low contrast images the threshold ratio to identify good matches has to be quite high. The variation of threshold value (ρ) is tradeoff between number of valid keypoints and outliers. Low value of 'ρ' will cut the outliers but also restrict the number of valid keypoints.
CONCLUSION AND FUTURE SCOPE
The proposed method is significantly faster than the existing method using SURF. It is robust to affine transformations like rotation and scaling as well as other post processing operations like JPEG compression and Gaussian noise addition. In the matching process threshold is set manually depending upon the size of the copied area and the texture of the input image. So, there is further scope to devise the threshold automatically. For large values of rotation and scaling number of outliers also increases. Morphing techniques may be used to reduce the false keypoints and better localization of the duplicated region. 
